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Network Time Security options – before 2020 

• IEEE Std 1588TM-2008 
• Annex K – Group source authentication, message integrity, and replay 

attack protection (defined as Experimental, flaws identified) 

Precision Time Protocol (PTP)

• RFC 5905 – NTPv4 
• Documents the symmetric key authentication scheme from NTPv3 
• Optional Message Authentication Code (MAC)
• Pre-shared key scheme for server authentication (scaling issues)

• RFC 5906 - Autokey 
• Provides authentication of time servers using PKI (known flaws) 
• Concerns about design and limited deployment

Network Time Protocol (NTP)



Network Time Security (NTS)

• RFC 8915

• Published in September 2020
• https://www.rfc-editor.org/rfc/rfc8915.pdf

• Multiple interoperable implementations
• Open Source
• Commercial product support  

• Public NTS enabled NTP servers

• Exploring the use of NTS pools 
• https://datatracker.ietf.org/doc/draft-ietf-ntp-

nts-keyexchange-pool/
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Current PTP Security

• IEEE Std 1588TM – 2019 

• As amended by IEEE Std 1588dTM-
2023 (GDOI Key Management)
• Note: There are other non-security 

related amendments as well. 



IEEE 1588 Security Approach
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IEEE 1588 security includes a set of mechanisms 
and tools that can be used together or individually. 

Individual mechanisms are optional.

The specific mechanisms chosen may vary by 
application and environment. 



IEEE 1588 Security  
• The multi-pronged approach:

• PTP Integrated Security Mechanisms (Prong A)

• External Transport Security Mechanisms (Prong B)

• Architecture Guidance (Prong C)

• Monitoring and Management Guidance (Prong D) 
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AUTHENTICATION 
TLV

tlvType lengthField SPP
secParam

Indicator
keyID

disclosedKey 

(optional)

sequenceNo 

(optional)
RES ICV

TLV Type Security 

Parameter 

Pointer

Key Identifier or Current Key 
Disclosure Interval, depending 
on verification scheme

Sequence 
number 
(optional)

ICV based on 
algorithm OID

TLV Length
Information

Security Parameter 
Indicator

Disclosed key from 
previous interval (optional)

Reserved 
(optional)

• From: IEEE Std 1588TM – 2019 



Possible Key Management options for PTP

• Static key distribution by some form of out of band communication
• Good for getting started but not a long-term or large-scale solution

• GDOI

• TESLA – more detailed specification needed (may be eventually deprecated if no 
active interest is identified) 

• Network Time Security (NTS) – under development
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PTP Security - Current work items 

Address recently 
identified PTP 
Vulnerabilities, fix 
identified errors

1
Add NTS as a key 
management 
scheme (NTS for 
PTP)

2
Add Data Sets for 
PTP Security
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CSPTP (with NTS based security) 

• A starting CSPTP draft has been selected from multiple 
proposals. 

• Discussions on updates to that draft are ongoing.

• Plan to incorporate security in the initial version of standard.

• Initial proposal on the use of NTS for CSPTP has been submitted

• Preliminary ”proof of concept” implementation work done 
(Hackathon project @ IETF)
• https://wiki.ietf.org/en/meeting/123/hackathon 

https://wiki.ietf.org/en/meeting/123/hackathon
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Help Wanted!

• Implementation experience:
• Identify existing implementations and products? 
• Any errors in the specification? What was 

confusing or hard to implement? 
• Any open source repos to help others? 

• Testing and Measurements
• Test performance impacts in different 

configuration. 
• Any internet scale experiments that could be 

conducted? (think Ripe Atlas) 

• Deployment projects
• What were the road bumps along the way? What 

is missing in the existing specifications? (e.g. 
generic interface to NTS key management server)

• Operational experience
• Identify existing deployments? Any feedback.



Final Remarks
• A great deal has been accomplished in the last five years. 

• Solutions are available now to address many PTP security concerns. 

• IEEE 1588k will fix some existing problems and add more functionality for PTP. 

• NTS is gaining traction in the NTP community.

• NTS can be applied to both PTP and the emerging CSPTP.

• Reuse helps implementation and deployment.

• Ongoing work to specify the details. 

• Feedback from implementation, experiments, and deployment experiences is 
really helpful. 
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Thank you!

Any 
Questions?

• Karen O’Donoghue
• karen.odonoghue@meinberg-usa.com
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