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Network Time Security options — before 2020

B  Precision Time Protocol (PTP)

e |EEE Std 1588™-2008

e Annex K- Group source authentication, message integrity, and replay
attack protection (defined as Experimental, flaws identified)

s Network Time Protocol (NTP)

e RFC 5905 - NTPv4
e Documents the symmetric key authentication scheme from NTPv3
e Optional Message Authentication Code (MAC)
* Pre-shared key scheme for server authentication (scaling issues)
* RFC 5906 - Autokey
¢ Provides authentication of time servers using PKI (known flaws)
e Concerns about designh and limited deployment
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This memo specifies Network Time Security (NTS), a mechanism for using Transport Layer
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NTS is structured as a suite of two loosely coupled sub-protocols. The first (NTS Key
Establishment (NTS-KE)) handles initial authentication and key establishment over TLS. The
second (NTS Extension Fields for NTFv4) handles encryption and authentication during NTF time
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Exploring the use of NTS pools

 https://datatracker.ietf.org/ /draft-ietf-ntp-
nt _k X h n i _ l/ Franke, etal. Standards Track
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RFC 8915 - NETWORK TIME SECURITY (NTS) ARCHITECTURE

NTS secures NTP by combining a TLS-based key establishment with AEAD-protected NTP exchanges.

i
PHASE 1: NTS KEY ESTABLISHMENT (NTS-KE)

NTP CLIENT

« Validates server certificate
* Negotiates TLS
* Negotiates AEAD algorithm

* Receives keys and cookies

TLS 1.3 Session
Server Authentication

L

&) TLS 1.3 over TCP (port 4460)

NTS-KE SERVER

* Presents X.509 certificate

* Generates keys and cookies

« Authenticates (optionally)
* Negotiates AEAD algorithm

(X.509 Certificate)
............. 1: :,._-____-_--
¥ ¥
DELIVERED p 6®
ACISLIERE AEAD C2S Traffic Key S2C Traffic Key NTS Cookies
Algorithm  (client — server)  (server — client) (encrypted)

-
PHASE 2: SECURE NTP EXCHANGE

@ NTP over UDP (port 123)

Y S 5 NTP Request + NTS Extension Fields i N
NTP CLIENT > NTP SERVER
+ Cookie
« Stores cookies and keys a « Unique Nonce  Stateless w.r.t. clients
« Authenticator (AEAD) % - .
«+ Adds NTS Extension Fields + (Optional) Encrypted E Data Validates cookie and MAC
5 F - ) « Verifies freshness (repla:
* Protects packets with AEAD NTP Response + NTS Extension Fields @ aplay)
Sl 2 < o — * Returns authenticated time
¢ Maintains minimal state + Authenticated Timestamp Data 4
= « Issues new cookies
L « Authenticator (AEAD)
) + (Optional) Fncrypted E).(ter?sion Data \ )
+ New Cookies (for continuity)
L
~
SECURITY PROPERTIES
Server Integrity & Replay Request-Response Stateless Optional Efficiency
Authentication Authenticati P i 6 Binding Scalability < O > Confidentiality 0
TLS certificate AEAD protects Nonces and server Bind responses to Encrypted cookies Encrypt extension Minimal state at client;
validation packets freshness checks valid requests carry state data if needed suitable for large-scale

deployments




Current PTP Security

 |EEE Std 1588™-2019

 As amended by IEEE Std 1588d™-
2023 (GDOI Key Management)

* Note: There are other non-security
related amendments as well.

IEEE SA

IEEE Standard for a Precision
Clock Synchronization Protocol for
Networked Measurement and Control

Developed by the

ISTANDARDS | -.'

|EEE Standard for a Precision

Clock Synchronization Protocol for
Networked Measurement and Control
Systems

Amendment 4: GDOI (Group Domain of
Interpretation) Key Management

ISTANDARDS



IEEE 1588 Security Approach

I[EEE 1588 security includes a set of mechanisms
and tools that can be used together or individually.

Individual mechanisms are optional.

The specific mechanisms chosen may vary by
application and environment.




IEEE 1588 Security

* The multi-pronged approach:

* PTP Integrated Security Mechanisms (Prong A)

* External Transport Security Mechanisms (Prong B)

* Architecture Guidance (Prong C)

* Monitoring and Management Guidance (Prong D)



TLV Type Security Key Identifier or Current Key Sequence ICV based on

Parameter Disclosure Interval, depending number algorithm OID
Pointer on verification scheme (optional)
tivType | lengthField | spp |Secbaram| . p | disclosedKey | sequenceNo | RES ICV
Indicator (optional) (optional) L
T TLV Length T Security Parameter T Disclosed key from T Reserved
Information Indicator previous interval (optional) (optional)

AUTHENTICATION « From: IEEE Std 1588™-2019
TLV



Possible Key Management options for PTP

Static key distribution by some form of out of band communication
* Good for getting started but not a long-term or large-scale solution

GDOI

TESLA — more detailed specification needed (may be eventually deprecated if no
active interest is identified)

Network Time Security (NTS) —under development



PTP Security - Current work items

Address recently Add NTS as a key Add Data Sets for
identified PTP management PTP Security
Vulnerabilities, fix scheme (NTS for

identified errors PTP)




Proposed NTS4PTP Architecture Overview

Network Time Security for the Precision Time Protocol

' 3%
Sheure Commun:::t::-lsv?? INTE-KE Burver ( NTS Key Establishment (NTS-KE) Server NTS4PTP Messages (New)
$ (Key Distribution Center)
= NTS-KE Protocol (ntske/1) X . PTP Key Request
Request and deliver Security * Authenticates PTP entities M (used in GrM and TiM)
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P
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3 < o (used in GrM and TiM)
Grantor registration and management * Generates & distributes L
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* Receives encrypted Protected with * Receives SA via keys still accepted for a short
P Shared Group Key ticket for grantor Session Key encrypted ticket time to accommodate delays
(Symmetric) L (1:1) L
Ensures seamless key rotation
3 f i it ( without service interruption.
cJo A'.I mpdes indhe groun receive the sama Security fissociation O+ Each requester/grantor pair has a dedicated Security Association \ _/
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protect PTP messages (AUTHENTICATION TLVs). (unicast key). Scales efficiently with many unicast connections.




CSPTP (with NTS based security)

* A starting CSPTP draft has been selected from multiple
proposals.

* Discussions on updates to that draft are ongoing.
* Plan to incorporate security in the initial version of standard.
* |nitial proposal on the use of NTS for CSPTP has been submitted

* Preliminary ”proof of concept” implementation work done
(Hackathon project @ IETF)


https://wiki.ietf.org/en/meeting/123/hackathon
https://wiki.ietf.org/en/meeting/123/hackathon

Possible NTS for CSPTP Architecture

Adapting Network Time Security (RFC 8915) for Client Server Precision Time Protocol

authenticate the CSPTP message.

PHASE 1 - NTS KEY EXCHANGE (TLS over TCP) . Key Design Highlights
—
. (" Output of Key Exchange ionField i
CSPTP Client 1. TLS Handshake NTS Key Exchange Server ? 4 9 % °°"e°".°"'::"d #NOT:
TCP Port 4460 .authentlca ('may ch'ange
+ Valid Saiver B & in network). Client validates
coriificate * Authenticates (optional) it within reasonable bounds.
2 S
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* CSPTP Protocol ID authentication and privacy.
X * Server Information
J a AEAD provides integrity,
PHASE 2 — AUTHENTICATED CSPTP EXCHANGE (UDP / L2) authentication and
replay protection.
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CSPTP Client 4 ( ) > CSPTP Server
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Other
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— >
All messages are protected with AEAD. Encrypted TLVs and cookies are opaque to on-path observers.
nil ; .
TLVs Used Security Properties Threats Addressed
( 2 Links all messages in a request/response exchange
V] ID TLV >
et (Sync and Follow_Up). f-\ 3 — ( "I &
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context (not encrypted). Sorver Message Replay Privacy Stateless Spoofing Modification Replay De!a.y.Attacks'
Authentication TLv | Contains nonce and AEAD ciphertext to Authentication  Integrity Resistance  Protection  Scalability (Mitigated)

* Delay attacks cannot be fully prevented; clients should reject
measurements with excessive path delay.




Implementation experience:
* ldentify existing implementations and products?

Help Wanted! * Any errors in the specification? What was
confusing or hard to implement?

* Any open source repos to help others?

Testing and Measurements

* Test performance impacts in different
configuration.

* Anyinternet scale experiments that could be
conducted? (think Ripe Atlas)

Deployment projects
* What were the road bumps along the way? What
is missing in the existing specifications? (e.g.
generic interface to NTS key management server)

Operational experience
* |dentify existing deployments? Any feedback.




Final Remarks

* Agreat deal has been accomplished in the last five years.

* Solutions are available now to address many PTP security concerns.

* |[EEE 1588k will fix some existing problems and add more functionality for PTP.
* NTS s gaining traction in the NTP community.

* NTS can be applied to both PTP and the emerging CSPTP.

* Reuse helpsimplementation and deployment.

* Ongoing work to specify the details.

* Feedback from implementation, experiments, and deployment experiences is
really helpful.
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Thank you!

licllllEchG

The Synchronization Experts.

Any
Questions?

* Karen O’Donoghue
* karen.odonoghue@meinberg-usa.com
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