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•History

•Overview of IEEE P1952  Project

•Resilience levels

•How industries are adopting P1952

Agenda
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Definition of Resilience
Presidential Directive – Critical Infrastructure and Resilience
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The term "resilience" means the ability to prepare for 
and adapt to changing conditions and withstand and 
recover rapidly from disruptions. Resilience includes the 
ability to withstand and recover from deliberate attacks, 
accidents, or naturally occurring threats or incidents.

Presidential Policy Directive -- Critical Infrastructure Security and Resilience/PPD-21 – February 12, 2013  
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Executive Order 13905 – Responsible Use of PNT
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Standards Focusing on PNT Resilience
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https://sagroups.ieee.org/p1952/https://www.dhs.gov/publication/st-
resilient-pnt-conformance-framework

https://www.dhs.gov/science-and-
technology/publication/resilient-pnt-reference-architecture Started May 21, 2021

Initial release December 16, 2020 Released June 9, 2022
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IEEE P1952  project

• Resilient Positioning, Navigation and Timing User 
Equipment Working Group

• Project to create an IEEE standard
• Standard for Resilient Positioning, Navigation and Timing User 

Equipment

• In Scope
• Requirements on behaviors of PNT User Equipment
• Defines levels of resilience for PNT UE

• Out of scope
• Requirements on PNT source systems (e.g., GPS constellation)
• UE design or technologies to achieve resilience levels
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Division of Labor Within P1952
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PNT Adversities:
Document adversity categories 

for use in resilience level 

definition and testing

Level Definition (RLD):
Integrate info from other 

subgroups to define 

resilience levels and terms.

Use Case:
Create & study use 

cases, primarily in critical 

infrastructure

ICAP (non-P1952):
ICAP to create test, analysis, 

and evaluation protocols 

(conformance assessment)

Adversity categories 
for use in resilience 

requirements

Resilience ideas 
tested against use 

cases in analytical 

feedback loop

Editing Subgroup:
Produces final text from 

contributions of all subgroups

Systems Eng. & Evaluation:
Advises plenary on evaluability 

and subgroup contributions

P1952 products from plenary: 
THD categories and resilience 

requirements

Threats of interest for use cases

P1952 Plenary:
Oversees subgroups, 

approves P1952 draft



P1952 Adversity Categories

• P1952 Resilience is focused on 
resilience to PNT adversities

• Out of scope:

• General reliability

• Design flaws that do not affect 
PNT performances

• Power disruptions

• PNT adversities are: natural, 
unintentional or malicious 
disturbances of the PNT input 
signals

• Adversity examples for timing 
systems:
• GNSS jamming/interference

• GNSS spoofing

• GNSS ionospheric delay variation

• GNSS system errors

• PTP Asymmetry

• PTP Rogue T-GMs

• PTP message manipulation

• PTP delay attacks

• Loss of SyncE
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What is a Resilience Level?
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Overview of Resilience Levels
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Evaluating PNT UE Resilience Levels with Use Case 
Requirements and PNT Adversities 
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Industry
Standards

Industry
Standards

PNT UE 
Resilience 
Evaluation

PNT UE 
Conformance 

Claim

PNT User 
Needs 

for PNT 
Application

PNT UE 
Adversity 

Matrix 
(Test Cases)

Required
Resilience

Levels

Required PNT 
Metrics and 
Resilience 

Metrics

Use Case

Use Case 
Specifications 
for Resilience 

Levels

PNT UE Adversities for 
which the Use Case 
requires resilience



International Telecommunications Union (ITU-T) 
Resilience Appendix

G.8275
Architecture

G.8275
PTP Profile common 

elements

G.8274
General Arch

Resiliency Appendix In Process: ITU is defining what would allow 
system integrators and network operators 
to achieve P1952 resilience levels



ITU-T Defined Primary Clocks

PRC via high-

accuracy 

time 

transfer

PRC via 

SyncE

Phase/time 

via high-

accuracy 

time 

transfer

via PTP-FTS 

profile

via PTP-

APTS profile
UTC(k)

1 x

2 x

3 x

4 x

5 x

6 x

7 x

8 x

1
PRTC

(G.8272)

2
ePRTC 

(G.8272.1)

3
cnPRTC

(G.8272.2)

Primary Source

Imple-

men-

tation 

variant 

number

Additional sources (external primary clocks)

None

external Frequency external Phase/time



Primary clocks 
and resilience 
levels

PRTC

PRTC 

with 

SyncE

PRTC 

with 

APTS

ePRTC

ePRTC 

with 

SyncE

ePRTC 

with 

UTC(k)

cnPRTC

cnPRTC 

with 

UTC(k)

Detect

Alert

2 Recover

The ability to 

automatically 

recover and 

operate normally 

after an adversity.

With the available on-

board resources of the 

specific primary clock 

variants, resilience 

level 2 should be met 

without restrictions.

x x x x x x x x

<< 1 day x x x x x x x x

1 - 40 

days
- x x x x x

> 40 

days
- -

based 

on PRC 

via 

SyncE

x (x) x

4
With-

stand

Withstand:  The 

ability to operate 

during an adversity, 

perhaps with 

reduced 

performance, but 

still within 

specifications, 

indefinitely.

A indefinitely 

withstand can be 

guarantied with usage 

of external UTC(k) only.

- - - - - - - x

5 Verify

The ability to 

determine that 

information from a 

PNT source is 

accurate.

A indefinitely 

withstand can be 

guarantied with usage 

of external UTC(k) only.

- - - - - - - x

x x

based 

on SyncE

based 

on PTS

x x x x x x

PRTC cnPRTCePRTC

threat 

duration 

time

Proposal

3 Resist

The ability to 

operate during an 

adversity, perhaps 

with reduced 

performance, but 

still within 

specifications, for a 

specified length of 

time.

It is proposed to 

consider the maximul 

lenght of time for 

fulfillment of resilience 

level 3.

1

The ability to 

detect an adversity 

that might impact 

performance and 

generate an alert.

With the available on-

board resources of the 

specific primary clock 

variants, resilience 

level 1 should be met 

without restrictions.

IEEE P1952 Resilience Level



Summary of the IEEE P1952  Project

P1952 specifies what is needed to achieve resilience in 
PNT user equipment

Defines Resilience Levels for PNT User 
Equipment

Resilience exists in degrees, so each level is 
more resilient that the previous one

Resilience levels are based on the Qualities 
and the Abilities of the UE

Industry standards can drive use 
cases for P1952 resilience levels

For example, ITU clock standards (PRTC, 
ePRTC, cnPRTC) are being mapped to the 
P1952 resilience levels 



Thank you
Greg Wolff

greg.wolff@microchip.com
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