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Definition of Resilience

Presidential Directive — Critical Infrastructure and Resilience

The term "resilience” means the ability to prepare for
and adapt to changing conditions and withstand and
recover rapidly from disruptions. Resilience includes the
ability to withstand and recover from deliberate attacks,
accidents, or naturally occurring threats or incidents.

Presidential Policy Directive -- Critical Infrastructure Security and Resilience/PPD-21 — February 12, 2013
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
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Executive Order 13905 — Responsible Use of PNT

'3 U.S. Department of Transportation ABOUTDOT ~  PRIORITIES v  CONNECT + Q

Home ' PNT & Spectrum MGT

Positioning, Navigation and Executive Order on Strengthening National Resilience
Timing (PNT) & Spectrum

Management through Responsible Use of Positioning, Navigation,
Responsibilities and Timing Services

Contacts

Document
External Links Executive Order on Strengthening National Resilience through Responsible Use of Positioning.pdf
Policy Areas ?

Executive Order on Strengthening National Resilience through Responsible Use of Positioning, Navigation, and
Public Notices and Events Timing Services - On February 12, 2020, President Donald J. Trump signed an Executive Order (EO) establishing the
first comprehensive national policy promoting the responsible use of positioning, navigation, and timing (PNT)
services by the Federal Government and critical infrastructure owners and operators to strengthen critical
infrastructure resilience. With this EO, the Trump Administration is strengthening American resilience by identifying
and promoting approaches to manage the risks to critical transportation systems and supporting commercial

infrastructure from the disruption and manipulation of PNT services.
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Standards Focusing on PNT Resilience

Resilient Positioning,
Navigation, and Timing (PNT)
Reference Architecture

Navigation, and
Conformance Framework

Version 2.0 Version 1.0

Science and
Technology

https://www.dhs.;zov/ouBlication/st- https://www.dhs.gov/science-and-

resilient-pnt-conformance-framework

IEEE SA

STANDARDS
ASSOCIATION

P1952

Title: Standard for Resilient Positioning, Navigation
and Timing (PNT) User Equipment

Scope: This standard specifies technical requirements
and expected behaviors for resilient Positioning,
Navigation, and Timing (PNT) User Equipment (UE). The
scope is limited to the reception, ingestion, processing,
handling, and output of PNT data, information, and
signals. The scope does not include standards relating to
the characteristics of PNT sources. Based on technical
requirements, the standard defines different levels of
resilience to enable users to select a level that is
appropriate based on their risk tolerance, budget, and
application criticality. This standard applies to UE that

outputs PNT solutions, including PNT systems of systems,

integrated PNT receivers, and PNT source components
(such as Global Navigation Satellite System (GNSS)
chipsets).

WG Officers

Chair
Shelby Savage,
ssavage@mitre.org

Vice Chair
Steve Guendert,
steve.guendert@ibm.com

Secretary
Patricia (Patty) Larkoski,
plarkoski@mitre.org

Program Manager
Tom Thompson,
thomas.thompson@ieee.org

technology/publication/resilient-pnt-reference-architecture

https://sagroups.ieee.org/p1952/

Initial release December 16, 2020 Released June 9, 2022

Started May 21, 2021
@ MICROCHIP



https://sagroups.ieee.org/p1952/
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/publication/st-resilient-pnt-conformance-framework
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture
https://www.dhs.gov/science-and-technology/publication/resilient-pnt-reference-architecture

IEEE P1952™ project

* Resilient Positioning, Navigation and Timing User !TEERDES SA
Equipment Working Group ASSOCIATION

* Project to create an IEEE standard

» Standard for Resilient Positioning, Navigation and Timing User
Equipment

* In Scope

* Requirements on behaviors of PNT User Equipment
* Defines levels of resilience for PNT UE

* Out of scope

* Requirements on PNT source systems (e.g., GPS constellation)
* UE design or technologies to achieve resilience levels
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Division of Labor Within P1952

P1952 Plenary:

Oversees subgroups,
approves P1952 draft

Level Definition (RLD):
Integrate info from other
subgroups to define
resilience levels and terms.

Adversity categories
for use in resilience
requirements

PNT Adversities:
Document adversity categories

1 Threats of interest for use cases

Resilience ideas
tested against use
cases in analytical
feedback loop

Use Case:
Create & study use

for use in resilience level
definition and testing

cases, primarily in critical
infrastructure

Systems Eng. & Evaluation:

Editing Subgroup:
Produces final text from

Advises plenary on evaluability
\ and subgroup contributions contributions of all subgroups /

ICAP (non-P1952):
ICAP to create test, analysis,
and evaluation protocols
(conformance assessment)

P1952 products from plenary:
THD categories and resilience
requirements

@ MICROCHIP



P1952 Adversity Categories

* P1952 Resilience is focused on * Adversity examples for timing
resilience to PNT adversities systems:

e Out of scope: * GNSS jamming/interference
* General reliability * GNSS spoofing

- Design flaws that do not affect * GNSS ionospheric delay variation

* GNSS system errors
PNT performances y

* Power disruptions - PTP Asymmetry

 PNT adversities are: natural, * PTP Rogue T-GMs
unintentional or malicious * PTP message manipulation
disturbances of the PNT input  PTP delay attacks
sighals * Loss of SyncE
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What is a Resilience Level?

Resilience Level
Requirements for PNT UE, as described in 8.2.

Resilience exists in degrees, so each level is more resilient than the previous one.

Resilience Capabilities
Qualities and abilities of the PNT UE.

PNT Metrics Resilience Metrics
Measures that quantify PNT UE operation Measures that quantify PNT
under nominal or adverse conditions. UE resilience capabilities.
Examples: Examples:
* Accurac * Alert TTA
Y Objective Criteria:

* Precision * Alert FA rate
normal or

* Integrit : : * Alert MD rat
nteerity desired operation © rate

* Continuity * Recovery time
* Coverage * Holdover time
* Availability Minimum Criteria: * Reset time

—> degraded or
threshold operation
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Overview of Resilience Levels

Resilience Level Resilience Capabilities Timeline

Required Resilience

Name Capabilities™
Baseline During adversity| After adversity

Level 1 A Detect and alert

Detect and Alert
Detect and alert

Level 2 Recover

Recover A

Level 3 Detect and alert

Resist A Resist™ (holdover)
Recover

Level 4 Detect and alert

Withstand A Withstand, resist
Recover

Level 5 Verify

Verify A Detect and alert
Withstand, resist
Fecover

Objective criteria PNT metrics met 4N Alert | * All levels have a hard reset capability.
& Minimal criteria PNT metrics met Report When regstmg, the PNT metrics can
- degrade, either as a step down or as
Continuous PNT solution or source verification gradual fading.
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Evaluating PNT UE Resilience Levels with Use Case

Requirements and PNT Adversities

Industry
Standards

~

Industry
Standards

/N

Use Case
PNT User i Use Case
Required e
Needs Resilience Specifications
for PNT for Resilience
. Levels
Application Levels
Required PNT
Metrics and
—> .
Resilience
Metrics

PNT UE
Conformance
Claim

PNT UE
Resilience
Evaluation

PNT UE Adversities for
»  which the Use Case
requires resilience

*

PNT UE
Adversity
Matrix
(Test Cases)
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International Telecommunications Union (ITU-T)
Resilience Appendix

G.8275

Architecture

\.

G.8274

General Arch

/

J

[ Resiliency Appendix L

N\,

N
G.8275
PTP Profile common
9 elements y

In Process: ITU is defining what would allow
system integrators and network operators
to achieve P1952 resilience levels
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ITU-T Defined Primary Clocks

Additional sources (external primary clocks)

Imple- .
external Frequency external Phase/time
men-
Primary Source | tation o Phase/time
variant | None FRE R gy via high-
accurac PRC via via PTP-FTS | via PTP-
number ey accuracy . : UTC(k)
time SyncE _ profile  |APTS profile
time
transfer
transfer
1 X
PRTC
1 2 X
(G.8272)
3 X
4 X
ePRTC
2 5 X
(G.8272.1)
6 X
3 cnPRTC 7 X
(G.8272.2) 8 X
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Primary clocks
and resilience
levels

Time and Frequency

: Q/ znmes ) s
‘ i q] P + supply chain 7N " indapication
= Sy T-8Cs and/or T-1Cs
. ' / Tiere Recener
'-,\ 2 f *atind
N S appheabon
& i /

~ Optional external Timing & Sync Infrastructure”--

~..... 8

PRTC ePRTC cnPRTC
threat
IEEE P1952 Resilience Level Proposal duration PRTC PRTC ePRTC ePRTC cnPRTC
time PRTC | with | with | ePRTC | with | with | cnPRTC | with
SyncE APTS SyncE | UTC(k) UTC(k)
With the available on-
The ability to
Detect ity . |board resources of the
detect an adversity .
. specific primary clock
1 that might impact ) . X X X X X X X X
variants, resilience
performance and
Alert level 1 should be met
generate an alert. R .
without restrictions.
With the available on-
The ability to
. board resources of the
automatically specific primary clock
2 |Recover |[recover and P R P - Y X X X X X X X X
operate normall variants, resilience
P . v level 2 should be met
after an adversity. R L
without restrictions.
The ability to << 1 day X X X X X X X X
operate during an
adversity, perhaps |t is proposed to
with reduced consider the maximul 1-40
3 |Resist performance, but |lenght of time for d— - X X X X X
still within fulfillment of resilience ays
specifications, for a |level 3. based based
specified length of on Synck| on PTS based
time. > 40 ) ) on PRC X x) X
days via
SyncE
Withstand: The
ability to operate
duri dversity, | . -
uring an VeIt |y ey
With- P P withstand can be
4 reduced R ) B o o - - - - X
stand guarantied with usage
performance, but
S of external UTC(k) only.
still within
specifications,
indefinitely.
The ability t
e I_I yto A indefinitely
determine that .
. . . withstand can be
5 [|Verify information from a . R - - - - - - - X
PNT source is guarantied with usage
of external UTC(k) only.
accurate.
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Summary of the IEEE P1952™ Project

P1952 specifies what is needed to achieve resilience in

PNT user equipment

Defines Resilience Levels for PNT User
Equipment

Industry standards can drive use
cases for P1952 resilience levels

Resilience exists in degrees, so each level is
more resilient that the previous one

Resilience levels are based on the Qualities
and the Abilities of the UE

For example, ITU clock standards (PRTC,
ePRTC, cnPRTC) are being mapped to the
P1952 resilience levels
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Thank you

Greg Wolff
greg.wolff@microchip.com
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